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The Foresight project, ‘Cyber Trust and Crime Prevention’ set

out to explore the application and implications of next-generation
information technologies in areas such as identity and authenticity,
surveillance, system robustness, security and information assurance,
and the basis for effective interaction and trust between people
and machines.

In order to achieve this aim, the project has:
produced state-of-the-art reviews of relevant areas of science

set out visions of the future that define a range of possible
outcomes

identified possible drivers, signposts, opportunities, threats,
barriers to progress and models for decision-making

created a network of scientists, business people and policy
makers that can act on the findings to influence the future

set out some specific key challenges and engaged all of those
who can address them.

RAND Europe was asked to assist the Foresight Directorate in
developing scenarios (visions of possible futures) as a basis for
conducting three runs of a seminar game (one per scenario), and in
running the game, involving experts and representatives from
government departments, businesses and civil society. The goals of
these games were to:

develop an understanding of relationships among different actors
in the system

contribute to consistent policy planning processes rather than
specific policies

put forward adaptive, strategic long-term planning ideas.
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In March 2003, the Foresight Directorate in the Office of Science
and Technology, Department of Trade and Industry (hereafter
referred to as Foresight), launched the Cyber Trust and Crime
Prevention (CTCP) project to explore the implications of future
information technologies for effective interaction and trust between
people and machines in areas such as identity and authenticity,
surveillance, system robustness, security and information
assurance. The project produced state-of-the-art reviews of

relevant areas of science and technology and developed visions

of the future in order to understand better what policies to adopt
today. Particular attention was directed to the identification of
technological, societal, and individual drivers of future developments
and signposts to track these developments. This was done in order
that policies would be based upon the opportunities, threats and
barriers in the areas of establishing cyber trust and preventing
crime. Throughout its activities, Foresight CTCP has been working
towards the establishment of a network of scientists, business
people and policy-makers who can act on the findings of the project
in order to influence the future.

In October 2003, Foresight CTCP asked RAND Europe to assist the
project by ‘developing scenarios and system maps to engage
stakeholders in a proactive and focused way with the implications of
new technologies for cyber trust and crime prevention’. This
mission included requests for both methodological contributions in
the form of tools not yet included in the larger CTCP project and
substantive contributions in the form of the content of scenarios
and their employment. In response, RAND Europe developed three
scenarios based upon the identified major drivers of future
developments. In addition, RAND Europe designed and conducted a
seminar game to employ these scenarios. These three scenarios
were used to conduct three runs of a seminar game — one for each
scenario — organised by Foresight CTCP, which took place between
the end of January and the middle of February 2004; each run
involved a different set of participants drawn from the diverse set of
stakeholders concerned with cyber trust and crime prevention.
Beyond the seminar game, the scenarios have been used in other
components of the overarching Foresight CTCP project.



[Introduction

This report documents the methodological and substantive
contributions of RAND Europe to the Foresight CTCP effort. Chapter
2 begins with an overview of the orientation employed by RAND
Europe to approach the construction and use of scenarios for CTCP.
Then we describe how we chose which scenarios to construct and
how we built them. The three scenarios are presented in Chapter 2
in abstract form; their elaborated versions as provided to the
seminar game participants is provided in Annex 2. We then describe
the considerations used in selecting the participants for the seminar
game. The design of the game itself is described by presenting the
tasks that the participants were asked to do.

Chapter 3 presents the results of the seminar game. Our underlying
orientation is based upon the premise that the full value of the
gaming exercise comes from the use of three runs of the game
which each use a different scenario, and it is this orientation that
guides how we present the results. First, we present the analysis of
how participants viewed the strengths, weaknesses, opportunities
and threats (SWOT) of the scenarios — orientated by issue
addressed across scenarios, rather than by scenario. Then we
describe how we used the hindsight arising from the SWOT
analysis to transform each scenario in order to benefit from that
hindsight. This, necessarily, is done separately for each scenario.
Finally, we present the analysis of how six signal societal
applications of information technology would fare in the (revised)
scenarios, again looking across rather than within scenarios.
Chapter 3 is necessarily a condensation of a rich set of deliberations
by the participants.

Finally, Chapter 4 presents our strategic observations and
recommendations for Foresight CTCP, both methodological, in terms
of future use of the scenario and seminar gaming framework
developed, and substantive in terms of technological, individual,
societal and governance aspects of the information society.

Following the main body of the report, annexes present the full
text of the scenarios, results of the gaming runs and additional
information about the modelling underpinning the scenario design
and construction.



'Foresight’ as a concept has developed from the recognition that the
future is uncertain when seen from the present. If we knew for
certain how the future would unfold, it would be conceptually easy
(although possibly difficult in practice) to plan for the future, in order
to capitalise on the opportunities offered and to prevent or mitigate
the threats. In the absence of an accurate vision of the future,
planners may instead choose to construct one or more suggestive
futures, and then to plan on the basis of them. Such futures may be
termed ‘scenarios’.

There are a number of conventional strategies for constructing
scenarios, each of which has been expounded by its champions
with varying, and often considerable, success.

1. Trend analysis. Put most simply, this strategy examines
the past to ascertain how change has taken place and
extrapolates the direction and degree of change into the
future. This forecasting analysis produces a scenario of the
future that is based upon the critical assumption that there
will be no major surprises. This scenario can then be used
for purposes of planning.

2. Seeking a dream. In contrast to trend analysis, which
begins with the past, this is a back-casting strategy that
begins with a desirable future and then uses the scenario
to identify the steps that must be taken to achieve it.

A variation on seeking a dream is ‘averting a nightmare'.
Here, a worst-case scenario is constructed, and the back-
casting exercise concerns the steps that need to be taken
in order to avoid this future.
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Both trend analysis and seeking a dream use a single scenario as
the foundation for planning. More recent thinking, acknowledging
that future uncertainty must be incorporated into the planning
process, employs multiple scenarios.

3. Trend-break analysis. In a variation on trend analysis, the
ways in which the historical trends might change are
brought explicitly into play, and for each of these possible
disruptions, a separate scenario is constructed. This
strategy is typically employed for planning in situations
where the consequences of forecasting inaccurately are
large; the result is often a conservative risk-mitigation plan
to guard against departures from trends.

4. Maximum expected value analysis. This combination
of trend-break analysis and the economic rational actor
model designs a number of scenarios, assesses the
likelihood of each, constructs measures of desirability
for key characteristics of the scenarios, and plans to
maximise the expected likelihood across scenarios.

Our own approach is to abandon the notion of a trend — even the
most likely future is very unlikely — and to synthesise the
advantages of both forecasting and back-casting strategies. The key
insight is to use scenarios to disrupt the unidimensionality of time:
that is, in planning for the future, we need to look forward from the
present to possible futures, and backwards from the possible
futures to the present. If we were in the future, we could use
hindsight to see what we might have done differently to fully realise
the opportunities that have been offered and to prevent or minimise
the harms that have befallen us. However, we are not in the future,
nor do we know exactly what it will look like. But if we imagine a
number of different futures and employ hindsight for each of them,
then by comparing the hindsights amongst these futures, we can
identify what sort of planning is needed, regardless of which of
these futures arises, and what sort of planning is dependent upon
which type of future we see. This, then, is our approach to using
scenarios for forecasting: to develop, in a forward-looking way,
multiple scenarios based on important ways in which the future is
uncertain, and then to employ Virtual Future Hindsight® to work
back to present-day planning across these scenarios.
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This approach employs a theoretical foundation that we term the
"XLRM'" Framework for understanding multiple scenarios developed
recently at RAND and shown as Figure 2.1."

Exogenous uncertainties:
— QOutside of control
— Potentially important

Policy levers:
— what policy makers do

® New technologies ® Regulations
® Large-scale incidents ® Standards for transactions
® Economic shocks ® Use of ICT for surveillance

® Data maintenance

XL

R
® Trust/risk/exposure dynamics ® Use of ICT channels
® Economic relationships ® Trust in transactions
® Rebalancing of powers ® | osses due to crime
® Network evolution ® Efficiency

Relationships:

— how factors relate
to one another

Measures:
— performance standards

The eXogenous factors affect ways in which the future is uncertain
that are not under the control of the actors. Policy Levers are the
options that are open to the various actors. There may be one or
more actors who have the ability to posit policy; moreover, their
separate policies may be jointly or separately implementable.
Relationships are the ways in which exogenous factors are
connected with each other and how policy will affect the world.
Measures are ways of assessing the world, in order to ascertain,
as quantitatively as possible, how desirable (or undesirable) any
scenario is from the point of view of any of the actors.

' Robert Lempert, Steven Popper and Steve Bankes, Shaping the Next One Hundred Years:

New Methods for Quantitative, Long-Term Policy Analysis MR-1626-CR, 2003 available at
http://www.rand.org/publications/MR/MR 1626/ (visited on 25 March 2004).
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The XLRM structure was developed originally for exploring very
large numbers of scenarios. Many dimensions of exogenous
variables are considered, which in combination can lead to literally
millions of alternative futures. A computerised model is constructed
that contains the relationships. Policy levers are then applied to the
model to obtain values for the measures. Because of the multiplicity
of dimensions and therefore scenarios, the results are displayed
across dimensions to show how major policy measures behave
according to variations in two or three dimensions at a time.

For this project, we adapted the XLRM structure for use in a
seminar gaming exercise, where a small number of dimensions will
be used to construct and flesh out a small number of scenarios
based upon these dimensions. The scenarios thus combine the
exogenous environment and the relationships. In the gaming
exercise, participants generate their desired policy levers, as well as
ways in which they measure the desirability of the scenarios that
are presented to them. We also used the XLRM approach for
developing the models.

The first step in constructing the modelling base for scenario
construction and modification is the assembly of a listing of the
salient components, combined in a generic top-level logic model of
the main transactions (the main actors and the main types of
transaction affected). The second step is to identify the main
(XLRM) feature(s) of the scenario(s) under construction. Where
relevant, these aspects may be calibrated or fleshed out by
empirical data projected into the future using estimated or
hypothesised relationships. The third step is to choose the main
‘corners’ of the scenario space — identifying the ‘big idea’ for each
scenario, and the main implications for the elements. The final step
is to construct the scenarios themselves. This involves identifying
the distinguishing characteristics of the scenario and tracing through
the main elements of the model to identify important aspects, the
order in which they are altered, and the spill-over changes
elsewhere. This process creates a ‘'shadow model’ of impacts. The
use of the models can enhance the ‘concept’ for the narrative, the
storyboard logic of tracing effects and cross-linking and the use of
numerical projections for colour and instantiation. Figure 2.2 shows
the generic top-level model. More detalls are provided in Annex 1.
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Seminar gaming is a method used to draw systematically on the
expertise of a number of different people to understand a problem
that contains uncertainty. It is best used in situations of mid-level
uncertainty, where not enough is understood to be able to rely on
formal analytical modelling tools, but enough is understood to be
able to frame the problem in a logical and consistent manner. This

is the situation that obtains in the area of cyber trust and crime
prevention, where a common understanding of the underlying logic
and the scope for intervention is most important — not least because
numerical measurement is (and will remain) partial and incomplete.

Seminar games provide an opportunity to engage in semi-real
decision-making without having to suffer the consequences of bad
or unlucky decisions. ldeas can be explored, and chances can be
taken without having to wait years to discover the results or having
to fail. Moreover, in a seminar game one can have the experience of
thinking things through from a perspective other than one's own.
The core philosophy behind a seminar game is that by (virtually)
doing, one gains understanding well beyond that which is obtainable
by reading or hearing.
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There are three major components to a scenario game: the
scenario(s), the players and the tasking. We will present a brief
conceptual overview of each component and then describe how it
was implemented in the present situation.

For purposes of seminar gaming, a scenario is a logical and
consistent picture of the future that is presented to the players.
They are asked to imagine that they are actually living in the world
of the scenario. It is not claimed that the scenario might actually
happen (indeed, its impossibility in all of its features is often
acknowledged when it is presented). It can represent a discontinuity
from the present and anticipated trends. But it must be logical,
internally consistent and at least plausible. Moreover, a scenario for
seminar games must be concrete in enough details so that the
players can actually imagine that they are in it.

Given the orientation described in the section above, we construct
multiple scenarios. To do this, we identify through preliminary work
the major dimensions of the future that are uncertain and make a
difference. These are shown in the upper left-hand box of Figure
2.3. Aspects of the future that are important but are to be taken for
granted are included in all of the scenarios, and things that do not
make much of a difference are included in a creative fashion in
order to provide the necessary concreteness in detail.

Important

Unimportant

Include in all of

Use selectively to

Certain the scenarios give concrete
picture
Key elements that | Mix ‘n’ match to
Uncertain differentiate give [&¢/Helll' to

scenarios

the scenarios
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The major dimensions of uncertainty are combined to create
scenario skeletons. The content of these skeletons also depends
on the number of scenarios to be used. The skeletons are given a
suggestive name, and then fleshed out. Scenarios are prepared in
both written form — typically provided in advance to the players —
and in presentation form, given at the beginning of the seminar
game to refresh the memories of those players who have read the
written version and to familiarise those players who have only
skimmed or forgotten to read the materials. In this way, at the end
of the presentation, all of the players have a more or less common
perception of the world in which they will be requested to live.

For the Cyber Trust and Crime Prevention Foresight exercise, we
developed three scenarios set in the year 2018. The following
paragraphs provide a description of the way in which we selected
the three scenarios. We began by trying to map the development
of information technologies over the next 20 years. Particular
attention, therefore, was directed to understanding which, if any,
new computing or information technology paradigms could evolve
and their potential social impact. This led us to an assessment of
issues such as pervasive computing, new and interdependent global
infrastructures, as well as specific trends such as quantum
computing and new wireless solutions.

This analysis benefited from the Cyber Trust and Crime Prevention
project’'s Technology Forward Look and from the findings of several
recent research efforts sponsored by the DG Information Society
of the European Commission in 2002-2003.2 These Commission-
sponsored projects examined future developments in areas such
as security of critical information infrastructure including:

wireless and mobile services
the future of electronic and physical identity

very specific topics such as identity management, anonymity
and pseudonomity.

2 For more information about these research initiatives see
http://www.cordis.lu/ist/ka2/rmapsecurity.html (visited on 13 March 2004).

15
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We examined similar activities in the United States. In particular, we
reviewed the activities of the Institute for Information Assurance
Protection (I3P), a US federally funded research institution dedicated
to the analysis of future cyber-security research challenges. Based
at Dartmouth College, I3P brings together experts from 25 research
institutions with technical, social and legal backgrounds. In January
2003, a detailed research agenda on future information security
challenges was released. Particular attention was directed towards
issues such as online trust, vulnerabilities, network responses,
wireless, law and socioeconomic issues.®* We also reviewed several
research outputs of the US National Research Council (NRC).
Through the work of several of its committees, the NRC has
engaged national and international research experts to examine
issues such as online authentication, the future of supercomputing,
electronic records and IT support and counter-terrorism.

Our research, nevertheless, did not focus exclusively on technology.
We examined the primary literature depicting trends in criminal
activities and behaviours. Particular focus was also directed towards
understanding the interrelationship between technology and crime
policing, and the challenges of collecting and presenting evidence
for crime prosecution.

In parallel to the above literature reviews, we participated in three
expert workshops that were organised by the Foresight Directorate
in September, October and November 2003. These workshops
allowed us to better map the UK public-policy space to be examined
through the scenarios. We identified, in particular, the following
three dimensions of uncertainty: the balance between security and
individual privacy; the dependence of society on vulnerable complex
information technology systems; and, finally, the level and
ownership of responsibility to counter online threats and
responsibility.

Moreover, our literature review confirmed that we were dealing with
a public-policy space involving three main actors: citizens,
businesses and government. Each of them has their own interests,
objectives and internal dynamics. It was essential, therefore, that
these elements were reflected in all three scenarios.

3 For more information see http://www.thei3p.org/rdagenda.html (visited on 14 March 2004).
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Having identified the core characteristics of the overall cyber trust
and crime prevention public-policy space and its actors, we matched
them with technological developments. First, we considered the
same technological developments for each of the three scenarios.
This allowed us to focus primarily on mapping the interrelationships
between the identified actors in relation to the three identified
dimensions of uncertainty of the cyber trust and crime prevention
public-policy setting.

The result of this work is shown schematically in Figure 2.4. Three
dimensions were considered: order, whether or not responsibility is
clearly allocated for the way in which information technology is
employed; the degree of privacy that exists in the world; and the
degree of potential vulnerability to which people are exposed. Each
scenario considered two out of the three dimensions, and left the
third free to develop during the course of the seminar game. Figure
2.4 also shows the suggestive names that were given to each
scenario. Each scenario is briefly described below; the full written
and presentation versions are provided in Annex 2 of this document.

Frog Boiler

Touch Me Not

Low - PRIVACY - high
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Knowing It All. In the years prior to 2018, the UK's police and
intelligence services gained substantial capabilities to access and
analyse information on individuals who might pose a threat to national
security or who might be engaged in criminal activities. These
enhanced capabilities were achieved through a combination of the
consolidation of existing public sector databases, new legislation that
obliged the private sector to retain and make available personal and
transactional information, and new technologies that allowed this
information to be used effectively. Measurable advances were made
in the fight against crime on several fronts, and citizens generally
approved of the concessions they had to make in terms of privacy.
While the benefits of government knowing it all are widely
acknowledged, there remain concerns about certain aspects of the
present situation. In 2018, trust among individuals is low, and many
individuals and firms believe that responsibility for security lies
primarily with the state rather than themselves. While it is clear that
not all vulnerabilities have been eradicated, reliable information on the
nature and scale of those that do exist is missing.

Touch Me Not. Citizens are intolerant of intrusions into their privacy
by government and business. Consequently, individuals are taking
responsibility for security both online and offline. Cajoled by
demanding and discerning customers, businesses are also taking
privacy-enhancing technologies and processes seriously. In
accordance with the high political salience of privacy issues, large-
scale monitoring and surveillance by public authorities is severely
curtailed. Vigilance and action by individual citizens and businesses
have been effective in fighting certain types of crime, and the
increase in individuals' acknowledgement of their responsibilities is
generally applauded. However, critics point out that the emphasis on
individual responsibility has exacerbated a digital divide, leaving some
people more vulnerable than others. Representatives of the police
and security services believe that restrictions on their powers to
collate and integrate information on individuals unduly inhibit them in
combating crime and terrorism. Furthermore, the large amount of
private sector surveillance by individuals gives rise to the concern that
privacy has been eroded, while the potential gains that could have
been made by co-ordinating this surveillance have not been realised.
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Frog Boiler. Information and communication technology (ICT) and
wireless technologies are now an integral part of the activities of
individuals, companies and public institutions. After many years of
investment, the government still remains unable to provide secure
electronic services to its citizens. Today, in 2018, the many faults in
these government electronic systems and the management of
electronic IDs and digital signatures make citizens very frustrated
with these services. Some citizens even called for the re-introduction
of paper-based services. Meanwhile, criminals have been increasingly
exploiting government IT systems to commit fraud and cybercrime.
Industry has become totally dependent on IT and wireless
technologies. Investments in information security technology and
management processes, however, are still limited to 2.3 per cent

of the overall IT budget. These funds are not regarded as sufficient
to counter the constant streams of viruses and other malicious
software, as well as intrusions carried out by hackers and organised
crime. It is now generally acknowledged that the police in the UK are
unable to counter criminal activities involving the use of new IT and
mobile technologies. In general, while people see the benefits of
electronic services, they also see the associated risks.

Players in a seminar game must be carefully chosen, so that they
bring their own knowledge to the activity, yet do not dominate the
exercise. On the one hand, in seminar games focused on policy, it is
generally not a good idea to use top-level decision-makers, because
they have a tendency to hold to an official position rather than
explore possible futures. On the other hand, it is equally unwise to
use people who know very little about the situation, because they
are not likely to learn from the experience and their actions are not
likely to inform the game designers. We wanted knowledgeable
players who would step away from their regular professional
environment, so as to achieve open and creative discussions.

Because seminar games most often examine topics where different
stakeholders have different values, it is important to have people
who represent various stakeholder groups (or who are at least
familiar with the stakeholder positions) to participate in the game.

19
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Players were assigned to teams and asked to take on roles.
Depending on the issues involved and the objectives of the game,
the roles may be natural ones (e.g. ‘play yourself’), or players may
be asked to take on what is termed ‘cross-role play’. An example
would be a department senior civil servant being asked to adopt the
perspective of an information technology business middle manager.
The roles assigned may be generic (e.g. ‘represent the business
community’s interests’) or specific (e.g. ‘'you are the senior
information technology advisor to the Chancellor of the Exchequer’).

The number of players in a team should be small enough to permit
genuine dialogue, but large enough so that different viewpoints
have a good chance of emerging. In concrete terms, this means
somewhere between six and ten persons in each team. A game can
involve between one and six different teams, again depending on
the issues to be explored and the resources that are available to
play the game.

For the series of games reported here, over 60 players were
recruited from the government, business, academic and citizen
communities. In the workshops they were assigned to one of three
teams representing the government (‘Administration team’ A), the
business community (‘Business team’ B) or citizens ('Citizen team’
C). Assignment to teams was quasi-random, within the limits of
distributing people as evenly as possible with due regard to the
community they came from, their gender and their age. Thus, the
game was one of pure role-playing rather than of natural
constituencies.

The tasking — or instruction to the players — is the core of the game.
It defines the relationships among the teams and sets the agenda
for the game. The players’ responses to the tasking provide the data
for the game analysis. The following are included in the tasking:
how long the game will last (in time and number of sessions)

the communication rules among the teams

the agenda for team deliberations



Cyber Trust and Crime Prevention:
Gaining Insight from Three Different Futures

the product of the teams’ labours

how the game developers react to the players’ actions and
present new materials to them.

Here, we will present the tasking of each of the plays of the game
by going through the two-day agenda for the session.

Introductions

Scenario brief and questions

SWOT ‘A’ SWorT ‘B’ SWor ‘c’

‘What should we have done 10 years ago?’

Analyses by model — modified scenario

Figure 2.5 shows the agenda for the first day of activities. The game
began at 13:00, after players had registered and had lunch. A
general introduction was given and the procedures for the game
were explained to them. They then received a presentation of one
of the scenarios and were invited to pose questions about it. (In all
sessions, there were only a few questions regarding the scenario.)
They were then told which of the teams they had been assigned to.
This first plenary session took approximately one hour.

Players then went to separate rooms, one for each of the
Administration, Business and Citizen teams. In each team room, the
tasking was the same, and the teams did not communicate with
each other. The instructions for the teams were to complete two
different tasks. The first was to undertake a SWOT analysis of the
world in which they were now living. Then, taking the SWOT
analysis into consideration, to think, with hindsight, about how they
would have done things differently in the time period around and

21
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shortly after 2004 in order to seize the opportunities better and
mitigate the weaknesses and threats, while maintaining the
strengths. This session lasted about an hour and a half.

The players then returned to the plenary, where each team
presented the main points of its hindsight analysis. The separate
hindsights from each team were compared, concentrating on
themes that emerged in multiple teams. This session lasted
approximately one hour.

The players were then released for the rest of the day. First, they
heard a presentation on the wider Cyber Trust and Crime Prevention
Foresight project, of which the seminar games are a part, and then
adjourned for drinks and dinner. The game developers met
separately and used the hindsight materials to make modifications
to the scenario to incorporate as much as was reasonable, these
hindsight recommendations. Thus, for each play of the game, a
modified scenario was constructed.

Knowing It All became Knowing What's Needed, whereby
the modified scenario incorporated rules for what data about
individuals could be used and by whom

Touch Me Not became Touch Me Gently, whereby the
modified scenario incorporated elements to better guarantee
trust in the use of information technologies

Frog Boiler became Leap Frog, whereby the modified
scenario incorporated procedures for measuring critical
indicators of privacy, security, trust and vulnerability and
institutionalised foresight activities.

Annex 3 contains the slides for the three modified scenarios.
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Revised scenario presentation and questions

Case studies
IXI

Case studies
IYI

Case studies
IZI

Case study reportage and discussion

‘Hot wash’

The second day of each game began with a 45-minute plenary
session that included a presentation of the modified scenario,
followed by an opportunity to ask questions about it.

The players were then presented with a description of six different
broad technology application areas (referred to as “case studies”
during the games) to consider in the light of the modified scenario.
These case studies presented in each of the games were:

e-payments

online medical systems (henceforth called online medical

support)

benefits (henceforth called provision of benefits)

customer relationship management

forensics and evidence

road-user charges (henceforth called road-user technologies).

23
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The minor changes in the names of the case studies given above
reflect the course of the discussions during the game, and the
adjusted names will be referred to henceforth. Annex 4 contains
short descriptions of the six technology application areas used in
the games.

The players were then divided into new teams, arbitrarily labelled X,
Y and Z. Each team had, as closely as possible, the same number of
players as in the previous A, B and C teams. Team X considered
online medical support and e-payments, Team Y considered
provision of benefits and forensics and evidence, and Team Z
considered Customer Relations Management and road-user
technologies. For each case, the teams were to evaluate that case
as it appeared to them in the modified scenario of 2018. Was the
situation satisfactory? Was it stable, in the sense that changes were
not in the immediate offing? The discussion set out to identify three
lessons for the present from the analysis of the case in the future.
The teams considered their two cases entirely separately from each
other. This discussion session lasted about an hour and a half.
(Results are given in Chapter 3.)

The next plenary session began with presentations of all of the case
study lessons and a general discussion of the lessons for cyber trust
and crime prevention from the entire game. The final agenda item,
coincident with lunch, was a so-called ‘hotwash’ or critique of the
exercise from the players’ viewpoint. This allowed the RAND team
to make improvements for the next exercise, and provide feedback
to the Foresight team confirming the value of the scenarios and
exercises. All three runs of the game were well received by the
participants.



The first task for the participants, undertaken in their constituency
groups during the first afternoon of each run of the game, was to
discuss the strengths, weaknesses, opportunities and threats of the
scenario from the perspective of their assigned constituency group
(Administration, Business or Citizenry). These SWOT analyses
revealed a great deal of commonality in the issues that the players
addressed; however, as we shall see, the way in which they dealt
with those issues depended on the scenario that they were in and
their constituency. Here, we present these common issues and
discuss how the players approached them.

A major common issue was the collection and use of personal and
transactional data by government. Participants in all scenarios and
representing all constituencies indicated that the role of government
was pivotal, as long as its processes and procedures concerning the
use of data were put under independent control. If such controls
were put in place, government responsibility for data collection was
viewed as a strength. Still, this strength was manifested differently
In each scenario.

In Knowing It All, participants representing Administration and
Business clearly indicated that, as long as the appropriate privacy
control mechanisms were put in place, increased access and
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retention of data through central databases could lead to mutual
benefit. Administration could use these data to understand better
citizens' needs and requirements. Business also saw centralised
databases as an essential repository of information to improve their
quest for additional profits through more efficient and innovative
marketing campaigns, products and services. Citizens could see the
benefits of these centralised databases, but also the threats.
Independent controls were required.

In Touch Me Not, the potential added value of centrally accessible
databases of public information was highlighted through the
weaknesses identified in this scenario. All three groups concluded
that too much focus on privacy restrictions would not be beneficial.
Due to limited data availability, both government and industry could
not develop new services or new approaches to public safety.

In Frog Boiler all the constituencies indicated that the technological
capabilities existed to create these centralised databases with
necessary privacy controls. However, this required implementation
efforts by government and business.

In all three seminar games, participants concluded that future
information technology developments would lead to an increased
level of digital divide among individuals and an uneasy society
overall.

In Knowing It All, there were concerns that citizens could be
excluded from electronic government and commercial services if
their data were not properly collected, structured and organised.
In Touch Me Not, the strong focus on the protection of personal
privacy was indirectly forcing citizens to close themselves within
their private sphere with limited electronic and physical interactions
with other members of society. In the case of Frog Boiler, all the
constituencies expressed fears that citizens would retrench
themselves within their personal spheres, because of the ongoing
incapacity of government and industry to protect them from rising
levels of online and offline criminal activities.
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These fears were reinforced by the emphasis of the Administration
and Business teams in all three scenarios on the threat posed by
the increased difficulty of collecting and presenting evidence to
prosecute cybercrimes. In both Knowing It All and Frog Boiler, this
difficulty was primarily due to increased complexity in collecting and
presenting digital evidence. In Touch Me Not, the collection of digital
evidence was constrained by privacy limitations. Evidence from
crime prosecution, therefore, was very fragmented and often
incomplete.

Another common finding in all three games was the strong
perception among participants that society as a whole would be
even more dependent on the continuing development and
implementation of ICTs. In Knowing It All, Business and Citizens
clearly identified as a threat the fact that their future activities would
become increasingly dependent on government'’s capacity to collect
and manage large databases and information infrastructures.
However, the security and reliability of these databases could be
easily compromised, either by technical faults or electronic attacks.
This could lead to a domino effect, since Business and Citizens
depended on them for their day-to-day operations.

Also, in Frog Boiler, the complexity involved in the management and
protection of large information infrastructures by government and
industry was highlighted as a major threat. A similar threat was
highlighted in Touch Me Not. New and powerful computer and IT
solutions could compromise the privacy protection of individual
citizens, who would consequently be exposed to threats such as
identity theft, thereby undermining their commercial and legal
interactions and transactions with other entities.

The importance of interdependency was identified not only from a
technological perspective. As highlighted in the analyses of Frog
Boiler and Touch Me Not, the lack of communication and
information-sharing capabilities among Administration, Business and,
in certain cases, Citizens due to technological complexity or strict
privacy regulations, was seen as both a major threat and a
weakness. In the case of Knowing It All, the Business and Citizen
groups emphasised their uneasiness at government restricting

itself to data collection instead of proactively engaging in

information sharing.
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During the three seminar games, participants emphasised the
increased difficulty of managing trust as a common threat and
weakness. As technologies continue to grow within society, the
achievement and preservation of trust are extremely complex
endeavours but are also necessary to be able to benefit from the
new opportunities offered by cyberspace. Nevertheless, the nature
of the complexity of achieving trust varies substantially among the
three seminar games. In Knowing it All, Business and Citizens
requested that government provide evidence that their data
collection and management processes would not impinge upon
privacy. Government would open itself up to new opportunities in
terms of enhancing efficiency through the effective use of available
data, if it were able to provide evidence of independent controls
over its data collection and management processes. In Touch Me
Not, all the constituencies concluded that the major weakness of
this scenario was citizens’ total lack of trust in either government or
business. In Frog Boiler, however, society's trust in new information
technologies and services was constantly under pressure from
rising levels of accidents, failure and online and offline criminal
behaviour. In this environment, therefore, trust was not sustainable
unless appropriate interventions ensuring proper use of technology
were put into place.

After they had identified the strengths, weaknesses, opportunities
and threats from the perspective of their assigned constituencies
(Administration, Business or Citizens), seminar participants were
given a new task. They were asked to indicate what should have
been done differently in the years 2004-2006. Considering the
insights that they had formulated in the SWOT analyses, these
hindsight observations were intended to secure the strengths,
ameliorate the weaknesses and threats, and seize the opportunities
inherent in each of the three scenarios. While the previous section
identified some common issues that were addressed in each of the
three scenarios, the way in which they were addressed differed.
Therefore, we describe how each of the scenarios was modified
with the benefit of these hindsight observations. Following the
Virtual Future Hindsight® orientation, we treated these hindsight
observations as recommendations, and will henceforth refer to
them as such.
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When creating the three modified scenarios of 2018 which
incorporated participants’ recommendations, the XLRM conceptual
framework (see Figure 2.1) which informed the creation of the
original scenarios was also applied. The recommendations refer
primarily to the policy levers that are stated explicitly or implicitly in
the scenario. The effects of these interventions work through the
relationships among the exogenous factors and policy levers. The
RAND Europe CTCP team met on the evening of the first day of the
seminar game to elaborate the participants’ recommendations in
terms of policy levers, and to identify what impacts these would
have. The constraints imposed by the exogenous factors specified
in each of the scenarios remained the same. In other words, the
modified scenarios describe the best possible worlds that can be
expected, given the constraints of the exogenous factors and the
benefits of participants’ recommendations.

The presentation slides for each of the modified scenarios are
contained in Annex 3. Here, we identify how each of the broad
issues described above were addressed in the modified scenarios.

The Knowing What's Needed scenario, a modification of the original
Knowing It All scenario, addressed the issues by focusing on the
following main policy levers.

An independent audit body was established as an authoritative
control on government and business regarding their collection
of, access to and management of information. In the original
scenario, information held on individuals was seen as a strength
and opportunity for improving services, yet at the same time a
weakness and threat, since this could intrude upon privacy. The
audit body is a policy lever that (in conjunction with other levers)
allows the benefits to be obtained while protecting individuals’
privacy.

Measures were taken to educate citizens from an early age about
their responsibilities regarding the protection of their personal
information. This policy lever is designed to address the fact that
in the original scenario, individuals left it to the state to protect
their digital security. Moreover, in addition to investments in
education, government and business remained engaged with
individuals who were not online in order to avoid the advent of a
digital divide.
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International agreements on international data transfer and data
retention for law enforcement ensured that the UK did not
become isolated. One of the major weaknesses and threats
identified in the original scenario was the complexity of collecting
digital evidence relating to crime, particularly in an international
context.

By identifying and using these policy levers, the modified scenario
contains outcomes that are more desirable than those described in
the original scenario. These outcomes were identified by tracing the
impact that these policy levers were likely to have on measures of
assessment through their relationships with each other and
exogenous factors. In the modified scenario, for example, a more
nuanced view is widely held concerning the level of resources
needed to fight crime. Given investments in education and the
checks and balances imposed on government and business,
resources are prioritised and targeted towards particular crimes,
rather than towards the aim of knowing it all.

The modifications applied to the original Touch Me Not scenario
were designed to strengthen citizens’ trust in government, thereby
allowing government to play a stronger role in crime prevention. The
following policy levers were identified and incorporated into the
modified scenario.

Political engagement with citizens and debate on the real costs of
privacy. One of the main weaknesses identified in the original
Touch Me Not scenario was the disengagement between citizens
and government. Avoiding this situation requires that the choices
and associated consequences concerning privacy are presented
and debated by political representatives.

Strengthened institutions to protect privacy. For example, in the
Touch Me Gently scenario, empowered information commissioners
are able to impose stronger sanctions for privacy violations.

Education and awareness. This is necessary throughout society
for two reasons in this scenario. First, given that individuals are
taking more responsibility for their own security, they had better
have the knowledge required to protect themselves. Second,
education and awareness lead to a more informed debate about
the trade-off between privacy and security.
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International agreements. As in the Knowing It All scenario,
participants believed that the UK would be isolated internationally
if the developments described in Touch Me Not were to take
place. Consequently, international agreements, including a safe-
harbour agreement and an agreement on the exchange of
information, were incorporated into the revised scenario.

The use of these policy levers in the Touch Me Gently scenario led
to more balanced decisions on the most appropriate level, whether
individual or collective, at which the primary responsibility for crime
prevention lies. Furthermore, by taking the lead in public debate on
these issues, government has engaged with citizens with a view to
winning their trust.

The Leap Frog scenario was constructed out of the same
exogenous factors present in the original Frog Boiler scenario, and
participants’ recommendations based on the hindsight provided by
that original scenario. The following policy levers feature
prominently in the Leap Frog scenario.

Education and awareness campaigns to inform people of the real
levels of the risks to which they are exposed and the actions they
can take to reduce these risks. In combination with the other
levers used in the Leap Frog scenario, this reduces the threat of
individuals withdrawing from the digital world as a result of their
perception of being overexposed.

Government and business measures to promote inclusiveness. In
addition to the above-mentioned educational activities that helped
people take advantage of the digital world, services were also
flexible, in that they catered for people who chose not to make
use of the digital world, either entirely or in certain
circumstances.

Proactive planning in the form of foresight exercises and crisis
management research ensured that uncertainties surrounding the
digital world were gauged as accurately as possible.
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Investments in communication. These were made to improve
the communication and trust among government, business and
citizens. This included the organisation of a united IT security
community led by the business sector which promoted a
coherent strategy to reduce vulnerabilities. Secure and trusted
databanks were built, containing personal data and managed by a
central trusted third party. By controlling access to data, the
construction of these databanks was intended to strengthen
confidence. In addition, attention was devoted to ensuring the
accuracy of publicly available information.

Engaging internationally. As in the other two modified scenarios,
participants pointed to the importance of this, as it would ensure
that investments in the security, dependability and accuracy of
information were reinforced internationally.

In the Leap Frog scenario, the use of these policy levers allowed
government, business and citizens to engage more actively with
each other. Risks associated with the use of IT were recognised
and, whenever possible, ameliorated by the actions of well-informed
citizens and well-designed institutions.

This section presents an analysis of the deliberations on six areas of
application of new technologies on the morning of the second day
of each session. The reader will recall that the players were divided
into small groups and asked to examine two areas as they would
appear in the modified scenario of 2018, and also to encapsulate
their examination into approximately three lessons for each case
that could be applicable to the present. The lessons are shown

in Annex b5.
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Our analysis synthesises the outcomes of 18 different discussions —
each of six areas for each of three (modified) scenarios. We
examined the issues raised in these discussions in terms of three
different relationships:

Robust findings — where the discussion touched upon the
same point across cases and scenarios. \We operationally
defined ‘robust’ as a point being touched upon in the same
way in at least five out of the 18 discussions, including at
least one from each of the three scenarios and at least three
of the six areas.

Specific findings — where the same point was touched
upon in the same way across at least two discussions, but
not enough to qualify as robust.

Conditional findings — where the same point was touched
upon in different ways in multiple discussions.

To this categorisation, we added a single general finding that was
implicit in all of the discussions.
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There were 18 different discussion groups, representing three
different scenarios and six different applications. For ease of
presentation, we have identified them by a two-letter combination,
where the first letter identifies the scenario and the second letter
identifies the case, as described in the following tables:

Scenario F | Frog (Leap Frog as derived from Frog Boiler)

Scenario K | Knowing (Knowing What's Needed from Knowing It All)

Scenario T | Touch (Touch Me Gently as derived from Touch Me Not)

Case B Provision of Benefits

Case C Customer Relationship Management
Case F Forensic and Evidence

Case M Online Medical Support

Case P E-Payments

Case R Road-User Technologies

So, for example, the acronym KC refers to the Knowing What's
Needed scenario discussion on Customer Relationship
Management, FF refers to the Leap Frog scenario deliberations on
Forensics and Evidence, and TP refers to the Touch Me Gently
findings on E-Payments.

This finding, which is in no way surprising, is noteworthy
nonetheless because of the large presence of experts on
information technology. It was more or less implicit and sometimes
explicit in all of the discussions. This deserves mention because it
derives from the way in which the entire Foresight activity has been
structured. In the discussion of the ills of each of the worlds of
2018, the groups would occasionally take a step back and note that
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many of the problems discussed had appeared in different guises in
previous eras and more often than not would reappear in yet newer
forms as technology progressed. In other words, there are some
fairly constant tensions that arise from basic human social
existence, and these cannot be alleviated completely by any
technological solutions.

This point appeared in eight of the 18 lessons from the case
studies, including: FB, FC, FM, KM, KP TC, TF and TM. The point
made in all of these discussions was that in order to realise fully the
strengths of the (modified and more optimistic) scenario, it is
important that the individuals whose information is being collected
have as much control as security considerations permit over the
dissemination and use of the data that refer to them. In many of the
key lessons learned, a need was expressed for clear and explicit
rules about who will have access to individual data and under what
circumstances. The justifications governing the rules should also be
open and consensually agreed across society.

Exceptions to total individual control, for security or other societal
reasons, should be permitted when the benefits accrue to society
rather than directly to the individual. Exceptions may be justified,
for example, by early warning for threats to public safety (both
malevolent and natural in origin) and the information needs of
fundamental research. While different scenarios considered
different mechanisms for achieving such control, and while the
nature of the control issues would differ according to which case
was being discussed, this central point was key to the lessons of
eight of the discussions and was touched upon in many of the other
ten. Thus, it deserves prominence as a key finding of the entire
seminar gaming part of the project.

This point appeared in six of the 18 discussions: FF, KC, KF, KM, TP
and TR. This lesson embodies a number of suggestions about the
need for close supervision in order to prevent or remediate abuses.
Generally, it was believed that while most businesses and most
government institutions were trustworthy in intent, there were
enough potential ‘bad apples’ to require an authoritative supervisory
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body. Moreover, even when good intent did exist, there could be
bad practice requiring change. It was emphasised that the
supervisory body needed to be independent; different variations of
the concept provided the body with power to require access to
information in order to detect and report (but not to penalise) the
misuse of IT, versus a body which had enforcement and penalisation
competencies. In the former instance, a prominent prototype was
the National Audit Office (for UK national supervision) or
international regulatory treaty bodies (for cross-national supervision).

This point appeared in eleven out of the 18 discussions: FB, FK, FP.
KB, KC, KF, KB TB, TC, TF and TP. The lesson was on the protective
strength of diversity and a variety of paths to the same goal; if there
is only one way to do something or all of the information is in one
place, this creates vulnerabilities to both accidental and deliberate
damage. Multiplicity was understood as ‘not relying on any one
system’, or even one type of system for data collection, storage or
transmission; having multiple systems ensured that if one system
was disabled, there were parallel paths. Decentralisation referred to
storage of data and information in dispersed locations, thereby
providing protection in numbers. Even if one data bank was
compromised, only a fraction of the information would be involved.
Participants fully acknowledged that the protection of multiplicity
and diversity came at a cost of some inefficiency, but judged that
cost to be worthwhile.

This lesson appeared in six discussions: FB, FC, FM, FE KF and KP.
Although four different cases made this lesson explicit, there was
no lesson from the Touch Me Gently scenario. Although the issues
were discussed in the Touch Me Gently scenario groups, the privacy
trade-offs central to this scenario had been addressed in the
scenario modification, and therefore were less prominent in the
second day'’s deliberations. Given this specific circumstance, we
consider this a robust finding.

The lesson here refers to the need for a conscious trade-off
between security and the intrusiveness of surveillance on privacy.
On the one hand, one needs some surveillance in order to have
security, and one needs to trust interactions. On the other hand,
there is always the danger of fraud, which must be detected and
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prevented. Related to this point is the question of having a single
central identity versus different identities for different purposes.
While there was a consensus that there was value in having
multiple identities, it was also seen as necessary to know
someone’s identity at times, and value was seen in being able to
trace somebody, under court order restrictions. This lesson is
implicit in a larger dilemma that permeates the entire project: people
want to profit from data availability, but are cautious about sharing
their personal data.

This point appeared in only five of the discussions: FR, KB, KR, TB
and TR. While these include all three scenarios, only the Provision of
Benefits and Road-User Technologies applications had this lesson,

so it is termed specific. Notwithstanding this, the issue of
complexity was mentioned in other discussions but did not receive
prominence. Provision of Benefits and Road-User Technologies are
the two cases that were potentially regulatory in nature, so the
mention of complexity for them probably reflects the prominence of
complexity in contemporary debates regarding regulations.

Generally, the lessons acknowledged that IT could assist to a
moderate extent in simplifying things. Due to complexity, there is
a need for transparency in regulation, so as to identify and avoid
unintended consequences; IT can help here by addressing the
pernicious dilemma of choice between complexity and ‘rough
justice’. People want simplicity and transparency as well as justice
that takes exceptional circumstances into account, and they want
their relationships (here, largely with government) not to have
unintended negative consequences.

This lesson was specific to the Forensics and Evidence case and
appeared in each of the scenarios for that case (FF, KFand TF), but
in no other case. In each of the scenarios, the discussion about
forensics and evidence noted that there was much to be done
before we fully understand how to collect and use digital evidence.
Training for the police, lawyers and the judiciary was seen as
necessary. This was viewed as still being a problem in any version
of 2018, and therefore long-term solutions needed to be sought.
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This lesson was specific to the Customer Relationship Management
case, although only in the two scenarios KC and TC. In both of
these groups, the lesson emerged sharply. It warns against
government treating citizens as customers. In essence, it sees that
government services are not commodities.

This lesson appeared in two different forms. For two of the groups
(FR, KR) the lesson was that IT could result in less cohesion, while
in one group (FB) the lesson was that more cohesion was possible.
In our judgement, both are correct. On the one hand, when the
groups were worried about a reduction in cohesion, it was in the
context of a potentially divisive use of technology — in this case,
road-user technologies. On the other hand, when the issue was one
of creating transparency and reason, |IT was seen as increasing
social cohesion. Interestingly, both road-user technologies and the
provision of benefits can involve forms of income transfer. The case
could be made that road-user technologies — which place the onus
of payment on the consumers of the benefits that are provided by
roads — are more equitable, and therefore might increase social
cohesion. The concept of social support has been well integrated
into British social thought for literally centuries, and IT is a way in
which to make it less subject to the vagaries of ‘rough justice’.
Conversely, road-user technologies have an inherent element of
over-surveillance attached, which is viewed as disruptive to society.
Our overall observation is that the effects of IT introduction on
cohesion are present but not always simple, and explicit
consideration should be paid to them during planning.



It is clear from the seminar games that future ICT technologies are
expected to allow citizens, government and business in the UK to
carry out their activities through different means and channels. Both

government and business should be prepared to make their services

available over a range of appropriate channels, e.g. via the Internet,
interactive digital TV, mobile communications devices, post or local
offices. In the case of government, the emphasis should be on
finding a cost-effective mix of services — making good use of
market-tested technologies and future-proofing services by
emphasising interoperability and adhering to open standards.

Government and business with public service obligations should
address the needs and requirements of those individuals who
cannot or do not want to make use of electronic services. They
should be expected and encouraged to find appropriate operational
approaches to meeting their obligations. Regulations alone will not
be sufficient. During several of the sessions, it was argued that
ensuring access for all is key to enhancing trust and thus reducing
the risk of people opting out of the digital world for inessential
reasons.
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Managing this multiplicity will become an increasingly complicated
task in light of the expected decentralisation of ICT services and
solutions. Data will be scattered across different locations around
the world. More importantly, data will be exchanged constantly
between various data centres. Essentially, it will become even more
of a commodity on which value-added services will be built — but

a commodity unlike others. Global mobile data create specific
problems, including the difficulty of enforcing data protection,
impediments to access to authoritative and accurate data needed to
fulfil public obligations or conduct business, and possible loss of
‘configuration control’ — different copies of ‘the same’ data saying
different things. These operational complexities do not only apply to
industry. Government will also need to find ways and means to
access and manage data for providing new electronic services and
to meet its responsibilities for ensuring public safety.

A recurring subject concerned control over information on individual
citizens or consumers. The ownership of personal and transactional
data was central in each of the scenario discussions; the precise
nature of the discussion depended upon the characteristics of the
scenario. Empowering individuals to be able to exercise control over
data referring to themselves was generally seen as a key success
factor in winning individuals’ trust.

Individuals' control over their personal data was particularly
prominent in discussions concerning public safety. In all three
scenario games, there was a general recognition that access to
available data is crucial in the fight against online and offline crimes.
However, it is difficult to identify a priori the data required to counter
online and offline crimes. As new ICT and services develop we will
see increases in the number of sensors (including CCTV, biometric
access management, etc.) and in the amount of information related
to transactions and traffic. The amount of available personal
electronic data is potentially unlimited, and the storage of large
volumes of data, as well as data mining repositories, is technically
possible. In this environment data might not be in a form that could
be uniquely associated with individuals or with defined owners.
Therefore, negotiations about the necessary individual access to and
control over data and the ability to prevent unauthorised access to
those data — and the needs of law enforcement or business — will
be an even more complex challenge.
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Digital divides and related threats to social cohesion were
discussed. The single conditional finding from the study analysis is
whether ICTs were an opportunity or a threat to social cohesion.
This accurately reflects societal unease about these technologies.
While it is recognised that new ICTs could contribute to enhancing
the quality of life, many people are uncertain about how to use
them and are concerned about their possible abuse.

In the absence of a concerted effort, some individuals will not have
the skills to participate in, or keep up with, a more |ICT-orientated
society. They are at risk of becoming even more marginalised
socially, and must have the opportunity to engage in society to
forestall the emergence of an unmanageable digital divide. This
provides added impetus to the need for extensive efforts to make
literacy (including computer literacy) as universal as possible. Only a
fully informed citizenry can make appropriate choices about when
and how to use the expanding portfolio of ICTs that will be offered
to them in the coming decades.

There will also be individuals who make a conscious decision to
restrict their engagement with or to exclude themselves from the
information society, even if given the opportunity to participate. This
is due to the fact that they are not pleased with what they have
seen and experienced. New ICTs do not always make life easier.
Indeed, as the game showed, in certain cases, they can make it
more complicated.

ldentity theft and the misuse of personal data by individuals in
industry and government will most likely not be eliminated, and
people will be confronted with electronic fraud or legal errors due to
‘the machine’. Because the media generally exploit the spectacular
single instance rather than the quieter general trend, stories of ICT-
enabled crime and heavy-handed (and misapplied) government and
legal electronic surveillance and data analysis are likely to capture
public attention to a disproportionate degree. This is, of course, new
wine in very old bottles. Here, as the game participants often
commented, there is a need for trusted information providers who
can proactively inform the public, thereby countering exaggerated
reports on the negative (and positive!) aspects of the information
society.
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To address some of the above-mentioned issues, several ideas
concerning governance were put forward during the three seminar
games. In each of the three scenario exercises, participants called
for some form of independent, trusted third party to monitor the
way in which personal data are collected, managed and used by
both government and industry, in the UK and internationally. Due to
the global nature of information infrastructures, the reach of such
third parties should cross national boundaries.

An international response is required to counter online criminal
activities that are not bound by national boundaries. Particular
attention was devoted to the issue of electronic data for law
enforcement and prosecution. Since data that could be relevant
as evidence are increasingly to be found around the world, clear
international guidelines for the collection, preservation and
presentation of digital evidence are needed. However, these
guidelines need to be anticipated by a clear and internationally
agreed clarification of existing rules governing access to
international evidence, reciprocal investigations, admissibility of
foreign evidence and criminal liability for crimes committed over
electronic networks from other countries (or, in the case of, for
example, money laundering by satellite phone, from no country at
all). To manage the threat posed by international electronic crime
and to prevent the emergence of ‘safe havens’ for cybercriminals,
this approach needs consistent worldwide implementation.

ICTs will continue to pose new challenges to benefit from
opportunities and deal with risks. To manage the threats posed by
new technologies, it is essential to create an environment in which
government, industry and citizens can trust each other.

It will be crucial to find and maintain a generally accepted balance
between the security needs of law enforcement communities and
the privacy rights of individuals. Far from being incompatible in the
information society, they are indispensable complements. To strike
this balance, both at the national and international levels, all actors
(government, business and citizens) must strive to understand and
appreciate each other's rights and responsibilities. Such an
understanding is a necessary condition for appropriate
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implementation and monitoring. Common principles and norms
need to be identified that can be transposed and implemented
consistently in all judicial systems.

The scenarios and the seminar game sessions clearly indicated that
technology per se will never provide the solution to foster cyber
trust or to prevent crime. ICTs provide tools that need to be handled
with extreme care by government, industry and citizens.

The future ‘information society’ requires trust. This does not mean
maximum trust, since some risks are best managed by those most
directly affected. It does mean that people can be provided with
assurance where appropriate, and that those who bear risk
understand both the risks and available means of managing or
mitigating them. However, the common perception was that
campaigns aimed at reminding citizens about the threats they face
in an online world will not suffice. Awareness campaigns also need
to highlight the potential and successes of the digital society — and
how they were achieved.

Over and above the strategic observations resulting from the work
of the last six months, the CTCP project has also produced a tested
scenario framework and gaming plan. The methodology used to
build scenarios and the approach and conduct of the games have
been described extensively in this document for future reference.

While the scenarios (as contained in Annex 2) have been useful for
this year's exercise, it is clear that two years from now our visions
of that same future will have evolved. Nevertheless, we believe that
the logic and models underpinning the development of these
scenarios will remain valid and useful for the rapid development of
further and updated scenarios for use in similarly structured games.

We recommend repeating the CTCP scenarios and gaming exercise
on a regular basis, probably every other year, to ensure continuous
innovation that allows society to benefit from the new technology
opportunities that cyberspace will continue to offer. This repetition
should be conducted in concert with those whose actions will shape
the future, and whose data-gathering and modelling activities will
validate our views of the present. In this way, the validity and utility
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of the scenario approach to this particular form of cross-cutting
foresight activity will be enhanced. Moreover, the direct connections
between the Foresight method (with its particular tools for eliciting
and combining expert knowledge) and actual policy practice will be
strengthened. One of the essential findings of this exercise is that
successful policy needs to be based on an adaptive strategy,
developed and refined by periodic — and forward-looking —
re-evaluations that take into account emergent knowledge and
changing objectives.



